22.08.2017
NOTICE

This is for the information to all the students of First Year that they may come and
collect their WiFi IDs & Passwords as per the below given schedule:

S.No. | Distributor Name Roll No.

From To
1. Mr. Jitender Kumar 11711701 11723806
2. Mr. Sanjeet Singh 11723807 11739769

Students may collect their IDs & Passwords from Computer Lab 1 & 2 between
(3:40 pm to 4:40 pm) from 22.08.2017 (Tuesday) till 24.08.2017 (Thursday).
College ID Cards are required for verification.



1. Select the SSID to connectas KMC-Wireless-1.
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For Windows 7 OS, changes in settings will be required. To change the setting selects the open
network and sharing center.

Troubleshoot problems

Open Metwork and Sharing Center

3. Select the option Set up a new connection or network to manually edit/create new SSID profile.
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T ;‘E » Control Panel » Metwork and Internet » MNetwork and Sharing Center v | Search Control Panel

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing KMC-Wireless-1 2 Access type: Internet
settings Public network Connections: [ Ethernet
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i‘.- Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

[S] Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also
HomeGroup
Internet Options

Windows Firewall

4. Select the option manually connect to a wireless network.

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

= Set up a new network
-, Set up a new router or access point,

nnect to a wireless network
o a hidden network or create a new wireless

Connect te a workplace
Set up a dial-up or VPN connection to your workplace,

5. Selection option Manual Create a network profile



Enter information for the wireless network you want to add

Metwork name: |

Security type: | [Choose an option]

Encryption type:

Security Key: [[1Hide characters

[] Start this connection automatically

[[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

6. Select the profile KMC-Wireless-1to do the changesand security key as WPA2-Enterpriseand
click next and then finish

Enter information for the wireless network you want to add

Metwork name: | KMC-Wireless-1

Security type: [Choose an option]
Mo authentication (Qpen)

Encryption type: WEP
WPAZ-Personal

Security Key: 802 1n [[1Hide characters

[] start this connection automatically

[] Cennect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

7. Select Change Connection Settings.



Successfully added KMC-Wireless-1

= Change connection settings
Open the connection properties so that | can change the settings.

8.) Select Security then, the PEAP setting and uncheck the validate server certificate and un-check
automatically use my Windows name and password.

Important point don’t miss it

Security type: |wPa2-Enterprise

Encryption type: =

Choose a network authentication method:
|Microsoft: Protected EAP (PEAP)

Remember my credentials for this connection each
time I'm logged on




When connecting:

Verify the server's identity by validating the certificate I

Connect to these servers (examples:srv 1;srv2;. =\.srv3\.com):

Trusted Root Certification Authorities:

[] AddTrust External CA Root ~
[ ] Baltimore CyberTrust Roat

[] certum ca

[ certum Trusted Metwork CA

[] Class 2 Public Primary Certification Authority

[[] comMODo RSA Certification Authority

[ ] pigiCert Assured ID Root CA ~
< >

Notifications before connecting:

| Tell user if the server’s identity can't be verified v

Select Authentication Method:

| Secured password (EAP-MSCHAP v2) «| | configure... |
Enable Fast Reconnect

[ Enforce Metwork Access Protection

[] Disconnect if server doss not pressnt cryptobinding TV

[] Enable Identity Privacy

When connecting:

Automatically use my Windows logon name and
password (@and domain if amy).

9.) Select Advance setting and select the user authentication option as mentioned in below screen and
save your username and password credentials.

Important point don’t miss it

Securty

Security type: | wPa2-Enterprise

Encryption type: |aES

Choose a network authentication method:
|Microsoft: Protected EAP (PEAP) v|| settings

Remember my credentials for this connection each
time I'm logged on




802, 1 settings | 802,11 settings

[+] Spedfy authentication mode:

|User authentication v| | save credentials

|| Delete credentials for all users

[]Enable single sign on for this network

(@ Perform immediately before user logon

() Perform immediately after user logon

Mazimum delay (seconds): 10 ZI

Allow additional dialogs to be displayed during single
sign on

[ This netwark uses separate virtual LANs for machine
and user authentication

; KMC-Wireless-1 Wireless Network Properties n

= —

- | Connection Security | ———
Advanced settings

802. 1% settings | 802,11 settings |

- Spedify authentication mode:

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

H “Jser name ]

[ Password

10. Now you can connect the SSID and will show you the status as connected.
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